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Title:   Bluetooth Low Energy (BLE) Vulnerabilities 
Advisory ID:   CARESTREAM-2020-02 
Issue Date:   March 5, 2020 
Last Revision Date:  March 5, 2020    
CVE(s): CVE-2019-16336, CVE-2019-17519, CVE-2019-17517, CVE-2019-17518, CVE-2019-17520, CVE-2019-19195, CVE-
2019-19196, CVE-2019-17061, CVE-2019-17060, CVE-2019-19192, CVE-2019-19193, CVE-2019-19194 

 

Are Carestream products vulnerable? 

No Carestream products are vulnerable.  This vulnerability does not meet the criteria to require a mandatory field correction. 
 
 

What is the SweynTooth vulnerability? 
The FDA and CISA have published advisories on a subset of vulnerabilities known as SweynTooth.  FDA: The SweynTooth 
vulnerabilities are associated with a wireless communication technology known as Bluetooth Low Energy (BLE). BLE enables 
two devices to “pair” and exchange information to perform their intended functions while preserving battery life. 

 

For additional information on the vulnerabilities please visit:   

• https://www.fda.gov/medical-devices/safety-communications/sweyntooth-cybersecurity-vulnerabilities-may-affect-
certain-medical-devices-fda-safety-
communication?utm_campaign=SweynTooth%20Cybersecurity%20Vulnerabilities%20May%20Affect%20Certain%2
0Medical%20Devices&utm_medium=email&utm_source=Eloqua 

 

• https://www.us-cert.gov/ics/alerts/ics-alert-20-063-01 
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